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DISCLAIMER OF WARRANTIES 

 
This document has been prepared by the CircPlastX project partners as an account of work 
carried out within the framework of the EC-GA contract no. 101195258. 
 
Neither Project Coordinator, nor any signatory party of the CircPlastX Project Consortium 
Agreement, nor any person acting on behalf of any of them: 
 
(a) makes any warranty or representation whatsoever, expressed or implied, 
(i). with respect to the use of any information, apparatus, method, process, or similar item 
disclosed in this document, including merchantability and fitness for a particular purpose, or 
(ii). that such use does not infringe on or interfere with privately owned rights, including any 
party's intellectual property, or 
(iii). that this document is suitable to any particular user's circumstance; or 
 
(b) assumes responsibility for any damages or other liability whatsoever (including any 
consequential damages, even if the Project Coordinator or any representative of a signatory 
party of the CircPlastX Project Consortium Agreement has been informed of the possibility of 
such damages) resulting from your selection or use of this document or any information, 
apparatus, method, process, or similar item disclosed in this document. 
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Executive summary 
This document presents the initial release of the CircplastX Data Management Plan (DMP). It 
introduces key concepts related to data management and outlines relevant best practices 
drawn from prior European initiatives, which will serve as a foundation for the project's 
approach. Designed as a dynamic resource, the DMP will evolve throughout the lifespan of 
the project, with updates and refinements reflecting progress and emerging needs. Future 
iterations will provide a comprehensive overview of all data-related processes within 
CircplastX. Additionally, the DMP will serve as a central registry for Intellectual Property Rights 
(IPR), cataloguing knowledge assets with detailed information on ownership, classification, 
legal status, dissemination strategy, and protective measures. 
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Introduction 
 

Context and Objectives of the Data Management Plan 
 
This document presents the initial version of the Data Management Plan (DMP) for the 
CIRCPLASTX project, an industrial data space deployment project for the circularity of the 
plastics industry. A DMP is a central element of any project's governance, but its relevance 
depends on its ability to align with the nature of the data handled and the project's objectives. 
In the case of CIRCPLASTX, whose funding program is focused on infrastructure deployment 
and not on scientific research, this DMP is strategically different from other EU research 
project plans.  
 
Its primary objective is to clarify how the project will manage data resulting from its activities, 
while also identifying and rigorously managing intellectual property rights (IPR). The plan 
defines a methodology for data management, addressing essential aspects such as 
provenance, licensing, formats, security protocols, and overall processing strategies. It also 
acts as a dynamic registry of knowledge assets and a reference for IPR, including details on 
ownership, classification, legal status, dissemination strategy, and protection measures 
 

From Open Science to the Data Economy 
 
The traditional DMP model, often associated with academic research, is based on the Open 
Science paradigm, which advocates for the default openness of data produced with public 
funds to maximize scientific and societal impact. The FAIR principles (Findable, Accessible, 
Interoperable, Reusable) are therefore interpreted with an emphasis on free and public 
accessibility. 
 
However, the CIRCPLASTX project operates within the Industrial Data Economy paradigm. 
Here, value lies in the controlled exchange of proprietary data, not in its publication. Data 
sovereignty is a fundamental principle, where providers retain full control over the access and 
use of their digital assets. The CIRCPLASTX DMP cannot therefore be merely a compliance 
document. It must become the tool that articulates the governance of this data exchange, by 
reinterpreting the FAIR principles for an industrial context. 
 

1 Objectives and structure of the deliverable 
 
The objective of this deliverable is first, to clarify how the project will deal will the data 
resulting from the activity of the project, and secondly, the identification and management of 
the Intellectual Property Rights (IPR) related to the data exchanged in the data space by the 
CircplastX project and future participants 
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We propose a strategic and concrete approach, structured around a two-pronged 
management frameworks. This framework allows for the clear distinction and appropriate 
management of the two types of data flows within the project: 

 Chapter 1: Proprietary industrial data exchanged within the data space, whose 
management is governed by sovereignty and contractual agreements integrated 
into the platform. 

 Chapter 2: Operational and project data generated by consortium activities 
(surveys, communication, training), which are more likely to be governed by open 
science and publication principles. 

This approach allows the D7.1 deliverable to be used as a strategic asset. It allow to tnot only 
implements a technical solution but also establishes a framework of trust, governance, and 
legal clarity, which are fundamental elements for the success of any European data space.  
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2 CircPlastX Data Governance Framework 
 
The CIRCPLASTX data governance framework is designed to manage the dual nature of data 
within the project: proprietary industrial data and operational project data. This two-track 
approach allows for the application of different management strategies, tailored to the 
specific objectives of each data type. 
 

2.1 Management of Proprietary Industrial Data (Data 
Space Data) 

 
This section focuses on the project's main mission: the secure exchange of industrial, 
commercial, and potentially sensitive data between participants in the data space.1 The 
objective is not scientific publication, but the facilitation of sovereign and secure data 
transactions for operational and commercial uses. 
 

2. Data Sovereignty and the Contractual Model for data 
exchange 

The cornerstone of this section is the principle of data sovereignty. Data providers retain 
absolute control over their data, and access is granted only through a bilateral or multilateral 
agreement negotiated within the data space infrastructure. This contractualization model is 
at the heart of the DMP, as it formalizes how the integrated functionalities of the data space, 
from contract negotiation to policy enforcement, replace traditional management 
mechanisms. 
In practice, no data circulates without a license or agreement negotiated via the data space. 
This transforms access into a legal Trusted Data Transaction1, where usage rights, restrictions, 
and obligations are clearly defined. The data space infrastructure is thus the data 
management "plan" framework here, as it provides the technical and legal mechanisms to 
make these agreements enforceable. 
 

                                                      
 
 
1 Trusted Data Transaction https://bit.ly/4lIOaIo is an important pre-standardization initiative. Its deliverables - CWA Part 1 
& Part 2 - serve as direct inputs to hashtag#CENJTC25 Working Group 2, for the drafting of harmonised European Standards 
(hEN) on Trusted Data Transactions, requested by the European Commission and linked to the Article 33 of the 
hashtag#DataAct. The CEN Workshop on Trusted Data Transaction therefore contributes to the building of the EU Trusted 
Data Framework, one of the top three policy priorities in the 2024 annual Union work programme for EU standardization. 
Recently, the EC has welcomed the publication of the CEN and CENELEC European Committee for Standardization 
Workshop Agreement (CWA) hashtag#TrustedDataTransaction Part 2 on Trustworthiness requirements.  
 
The release of the CWA Part 2 materializes the consensus reached by a highly representative group of experts from the 
associative, corporate & institutional world including the active participation of the European Commission. The document 
provides trustworthiness requirements and guidance for all types of participants, regardless of their type or size, that are 
conducting trusted data transactions. Trustworthiness requirements apply to all - or specific - phases of a trusted data 
transaction, as defined in the CWA Part 1.  
 

https://bit.ly/4lIOaIo
https://www.linkedin.com/search/results/all/?keywords=%23cenjtc25&origin=HASH_TAG_FROM_FEED
https://www.linkedin.com/search/results/all/?keywords=%23dataact&origin=HASH_TAG_FROM_FEED
https://www.linkedin.com/company/cen-and-cenelec/
https://www.linkedin.com/search/results/all/?keywords=%23trusteddatatransaction&origin=HASH_TAG_FROM_FEED
https://www.linkedin.com/company/european-commission/
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2. Reinterpreting FAIR Principles for an Industrial Context 
 

The FAIR principles are reinterpreted to fit the reality of the industrial data space: 

 Findable: Data is made findable via a secure, internal data space catalog, accessible 
only to authorized participants vetted and accepted by the data space operator. 
Metadata is created using the Data Catalog Vocabulary (DCAT) and aligned with the 
International Data Spaces Association (IDSA) information model to ensure 
interoperability. Data discovery is thus restricted to the trusted ecosystem of the data 
space. 
 

 Accessible: Accessibility is strictly controlled and not public. Access is granted only 
after user identity verification and the conclusion of a Contract Agreement between 
the data provider and the data consumer via the data space. 

 Interoperable: Interoperability is a central objective of the project. It is ensured 
through the use of standard data formats (e.g., JSON, API rest etc) and alignment with 
semantic models such as the IDSA information model, a European reference for data 
spaces. 

 Reusable: The reusability of data is subject to the strict conditions of the negotiated 
license or agreement. The data provider retains the right to define the conditions of 
reuse, including duration, purpose, and restrictions. 
 

2. Governance and Organizational Measures 
 
The management of these aspects relies on a clear governance structure. Responsibilities are 
distributed among the data provider (who maintains sovereignty), the data space operator 
(who manages the infrastructure of the data space), and the contracting parties (who 
negotiate the agreements). The existence of dynamic licensing mechanisms, role-based access 
controls, and encryption reinforces trust and security, which are prerequisites for data 
transactions in an industrial environment.  
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3 Management of Operational and Project Data 
 
In this section we describe the data collection and processing of data required for non-
technical tasks: Dissemination, transferability and exploitation. 
 
Data Processing for dissemination purposes 

Data Processing for dissemination purposes is expected in task T5.1Dissemination and 
communication plan. CircPlastX plans to collect information and data regarding individuals 
that are interested in being kept informed of the activities in the CircPlastX project. We expect 
to communicate with them through a periodic newsletter. The data collected however will be 
managed directly by IPC and Polymeris internal tool that is certified and has strong security 
and access control and is deemed completely GDPR compliant.  
We use the IPC and Polymeris internal solutions for our newsletter distribution. It will enables 
us to effectively communicate project updates, milestones, and valuable insights to our 
subscribers, fostering a strong and engaged community around our initiative. The newsletter 
serves as a crucial channel for sharing our progress, research findings, and upcoming events, 
allowing us to reach a broader audience and keep them informed about the project's 
developments. 
 
However, it is important to note that as part of this process, we collect certain personal data 
from our subscribers, such as names and email addresses in order to facilitate newsletter 
delivery and ensure relevant content reaches our audience. This information is voluntarily 
provided by subscribers when they sign up to receive our newsletters, and we use it solely for 
the purpose of newsletter distribution and related communications 

 
The latest 6 months after the end of the project all personal data will be deleted from the IPC 
and Polymeris servers.  
 
Data Management in Transferability and Training 

Under the WP6 Exploitation, Training and scaling up, CircPlastX will analyse which tool could 
be to host online training. We will use Gotowebinar and Mural as solutions that offers privacy 
and data protection features, such as user consent management, data retention policies, and 
privacy settings. CircPlastX will ensure that it configures and uses the solution in alignment 
with GDPR requirements, including obtaining proper user consent, providing clear privacy 
notices, enabling user data access and deletion, and maintaining data security. We will ensure 
that Work package 6 participants constantly review and update the solution settings to meet 
this data management plans needs and legal obligations regarding data protection and 
privacy. Further details about detailed collected data will be provided in an update of this plan 
upon start of the task and configuration of the choose solution. 

 
Surveys 
During the execution of task T6.4 Sustainability and policy recommendations, some data 
from the pilots’ deployments will collected to inform business analysis and sustainability 
planning. This is covered and described in chapter 6. 
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Table 2 – Summary of marketing and communication tools used by CircPlastX 

Tools for communication 

Activity Tool 

Newsletter Rely on IPC and Polymeris existing internal tools 

Social Media Linkedin, Youtube 

Website Workdpress, hosted on IONOS (EU solution) 

Webinar/workshop Gotowebinar And Mural 

Interviews TEAMS 

Survey Limesurvey, EU solution 
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4 DMP in the context of pilots 
In this section we describe our management plan for the data that will be exchanged in the 
pilot to demonstrate the utility of the CircplastX data space in supporting data exchange 
scenarios. As pilot cases are drawn from very different sector and use different categories of 
data, we describe our plan for each pilot in a question/answer format. 
 
Pilot Case xxxxx 

8) What types of data will be used or exchanged within the pilot? Is any personal data 

included?  

No personal or sensitive data is collected during the campaign monitoring. 
8) Is consent of data owners required in the pilot? If so, how is consent collected?  

xxx is the owner of the data, so no specific consent is needed. 
8) What formats are data collected in?  

In this pilot the following data formats will be used: 
xxxxx 

8) Is data transformed or processed once collected? How? If so how is it transformed 

and what is the output format?  

xxxxxx 
8) Where is any data stored? If on premises please describe? What are the security 

measures in place? 

xxxxx 
8) Has an individual been identified that is clearly responsible for data management in 

your organisation? 

The company has a xxxx which is the main responsible of monitoring data management, both 
in terms of processing, quality and costs 

8) How will the exchanged data comply with the FAIR principles, ensuring they are 

Findable, Accessible, Interoperable, and Reusable?  

xxx will exchange the xxx data on business basis, which includes a contract signature. Once 
approved, the data consumer will have free use rights over the data requested. 
Data consumer will have access only to the requested data sets, which will follow the data 
model defined in the service request 

8) What licensing is expected? If any data be released with an open (open Access) 

please describe the intended license? 

For private data exploitation, data will be shared on a contract basis 
 
This plan is not about preparing data for future reuse or open publication. Instead, it is 
governed by the principle that data shared in this space will be exchanged solely at the data 
provider's discretion. These data are not meant to be openly published for research or similar 
reasons unless the providers consent. This framework is fundamentally about guaranteeing 
data sovereignty and control for all participants. 
While our core model is built around this principle of individual control, it's worth considering 
the broader context. The European Union’s Data Governance Act (DGA) offers a compelling 
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alternative: data altruism. This concept allows for the voluntary sharing of data for the greater 
good—think scientific research or public policy development. For our data space, this could 
represent a powerful future avenue, providing a pathway for willing providers to contribute 
to public interest projects while still operating under a framework of transparency and 
informed consent. Expanding on this, the plan could be adapted to provide a clear and secure 
method for sharing data under the principles of data altruism, ensuring that even when 
shared for the common good, all data governance and consent protocols are well explicited. 
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5 Sharing of project data outside the consortium 
This chapter describes Data Sharing and Access outside the consortium. CircPlastX 
distinguishes two types of data that could be concerned by external acces requests:  

1. Proprietary industrial data shared within the CircPlastX federated data space; and 

2. Operational or interactional data generated through project activities (e.g., 

stakeholder surveys, training sessions, and dissemination platforms). 

5.1 Data that are the proprietary of the partners and 
that intends to be exchanged in the context of the 
data space 

 
Data Exchange in CircPlastX: Licensing, Contractualization, and Data Sovereignty in a 
Federated Data Space 
In the context of the CircPlastX project, a data space will be deployed to allow the exchange 
of industrial data. This data space is designed to ensure secure, traceable, and legally 
compliant data transactions between participants. The foundation of this ecosystem lies in 
the principles of data sovereignty, trust-by-design, and enforceable agreements — 
guaranteeing that all data exchanges take place exclusively under negotiated terms between 
clearly identified parties. 
 
Contractualization and Negotiation Mechanisms 

The CircPlastX Data Space will include integrated functionalities for contract negotiation, 
license management, and policy enforcement. These mechanisms are essential components 
of the infrastructure and enable data providers and consumers to define, negotiate, and agree 
upon the terms governing each individual data transaction. These terms include access rights, 
usage restrictions, pricing if applicable, and obligations on both sides (e.g., for anonymization, 
retention periods, or non-disclosure). 
This contractualization process is central to the way data will be accessed and consumed 
throughout the project. In practical terms, no data will circulate within CircplastX without 
being explicitly subject to a license or agreement negotiated through the data space 
infrastructure. Each data transaction — whether a one-time data download or a continuous 
data stream — will be preceded by a policy negotiation phase, concluded only when both 
parties have accepted the terms. 
As such, all exchanged datasets are considered proprietary, governed by bilateral or 
multilateral agreements. This means they are not part of a general public open access strategy 
and should not be treated as such in the context of the Data Management Plan (DMP). They 
fall outside the scope of datasets that would typically be described in a DMP because their 
accessibility, licensing, and conditions are dynamically defined through the technical and legal 
capabilities of the data space itself. 
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Proprietary Nature and Access for External Participants 

The implications of this approach are significant, particularly with regard to project 
boundaries. Any external actor — whether from academia, industry, or public sector — who 
seeks to access data shared in CircplastX data space will be required to join the data space as 
a recognized participant. Merely being “interested” or affiliated to a stakeholder group is not 
sufficient: access to data is contingent on being embedded in the contractual, technical, and 
governance framework of the data space. 
This approach ensures that all participants, internal or external, are treated according to the 
same standards: mutual authentication, policy agreement, and traceability of data flows. It 
prevents unauthorized or uncontrolled data dissemination and aligns with European 
principles for trusted data exchange (as defined in the Data Governance Act and related 
frameworks such as the Gaia-X Trust Framework or the IDSA Rule Book). 
This also introduces a level of dynamism into the data sharing model: data is not “published 
once” under fixed terms, but instead remains under the full control of its provider, who can 
adapt access conditions over time, revoke rights, or introduce additional obligations 
depending on evolving regulatory, business, or operational constraints. 

While participation in the CircPlastX data space remains the preferred route for accessing 
proprietary industrial data, the consortium acknowledges that not all external requests may 
be suited for full integration into the data space. Therefore, in exceptional cases, data access 
requests from third parties that cannot be accommodated through data space membership 
will be assessed by the consortium on an ad hoc basis. Such evaluations will consider the 
nature of the data requested, the identity and purpose of the requesting party, the intended 
use, and whether appropriate safeguards—such as anonymisation, pseudonymisation, or 
specific data sharing agreements—can be applied to ensure legally compliant, secure, and 
ethical data sharing. This mechanism allows the project to maintain its core principles of data 
sovereignty and trust, while preserving the flexibility to address well-founded and responsibly 
formulated external requests. 

 

5.2 Data resulting from the activities performed during 
the project 

 
In addition to the proprietary datasets exchanged within the CircplastX data space, the project 
will also generate a variety of data through its internal and external activities. This includes, 
but is not limited to: (see section Data Collection and Processing for Operational Purposes)  

 Responses to surveys or questionnaires distributed to stakeholders; 

 Participation logs and feedback forms from training sessions or workshops; 

 Web analytics or interaction metrics from the project’s communication and 
dissemination platforms (e.g., website visits, social media engagement); 

 Registration data for events or webinars; 

 Media content such as recorded presentations, interviews, or promotional videos. 
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All of these datasets are covered by the same principles of controlled access and responsible 
use. By default, no external access to these data will be granted unless explicitly authorized by 
the project consortium and compliant with GDPR and related data protection regulations. This 
is especially important for any datasets that may contain: 

 Personal information (names, emails, professional roles, IP addresses); 

 Sensitive feedback or evaluations; 

 Proprietary performance indicators of the project or its partners. 

Where consent is collected (e.g., for participation in surveys or training), it is done under clear 
terms specifying how the data will be used, for how long, and by whom. These consents do 
not imply general publication or reuse rights — they are strictly limited to the scope defined 
at the time of collection. 
 
Data Dissemination and Publication Policies 

Data dissemination and publication policies have been established in the Consortium 
Agreement to guide the sharing of project findings and outcomes with external stakeholders, 
including the research community and the public. Non-sensitive and anonymized data may be 
published in public repositories to promote transparency and enable data reuse. However, 
data dissemination will be subject to compliance with ethical guidelines, privacy regulations, 
and intellectual property rights defined in the Consortium Agreement. Dissemination will be 
accompanied by clear metadata and documentation to enhance data findability and usability. 
 

6 CircplastX measures for preserving privacy and 

security and ensuring compliance 
 
CircplastX DPO contact: CT-IPC 

Sofia Kazakova -  sofia.kazakova@ct-ipc.com  

 

Data retention policy 

Based on the recommendations from the CNIL (French Data Protection Authority) and the 

principles of the General Data Protection Regulation (GDPR), CircplastX have designed a 

formal plan for defining the data retention policy with regards to recommendations from the 

EC, European national data protection authorities, and regulations2.  

 

 

                                                      
 
 
2 https://www.cnil.fr/sites/cnil/files/atoms/files/guide_durees_de_conservation.pdf 

mailto:sofia.kazakova@ct-ipc.com
https://www.cnil.fr/sites/cnil/files/atoms/files/guide_durees_de_conservation.pdf
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The GDPR and the CNIL do not prescribe a fixed, universal duration for the retention of 
personal data. Instead, the core principle is that personal data must be kept for a "limited 
period," which is defined by the data controller and justified by the specific purpose for which 
the data was collected.    

The retention period will be determined by several factors: 

 Legal or Regulatory Obligations: Some laws may impose a minimum or maximum 
retention period for certain types of data. For example, employee data may need to 
be retained for five years after a person leaves the company, as stipulated by the Civil 
Code. Similarly, video surveillance data may have a maximum retention period of one 
month under the Internal Security Code. 

 European national data protetction authorities recommendations: In France for 
example, the CNILprovides specific sectoral guidelines and recommendations that can 
serve as a reference for data controllers.3 

 Operational Needs: When no specific legal text or CNIL guideline applies, the data 
controller must define the retention period based on their own operational needs and 
the purpose of the data processing. 

The lifecycle of data will thus be divided into three phases: 

1. Active Database: The data is easily accessible for the operational services in charge of 
processing it. 

2. Intermediate Archiving: The data is moved out of the active database but can still be 
consulted on a case-by-case basis for a specific, justified reason, such as to handle 
potential litigation. 

3. Final Archiving: This phase, which involves keeping data indefinitely, is rare and 
typically reserved for public interest purposes.2 

Once the determined retention period has expired, the data willbe either securely deleted or 
anonymized. The goal of anonymization is to make it impossible to identify the individuals 
from whom the data was collected, so it is no longer considered personal data. 

Data Security and Privacy 

The CircPlastX project is committed to ensuring the highest level of data security and privacy. 
Robust encryption, access controls, GDPR compliance, and incident response procedures will 
collectively safeguard project data and maintain the trust of both consortium partners and 
external stakeholders. This approach guarantees that the data exchanged and managed within 
the project is protected against unauthorized access, breaches, and potential privacy 
violations. The following paragraphs describe the CircPlastX approach. 
 
Security Measures 
The CircPlastX project places a paramount emphasis on data security and privacy to protect 
the confidentiality and integrity of the exchanged data. The following measures will be 
implemented: 

                                                      
 
 
3 https://www.cnil.fr/fr/passer-laction/les-durees-de-conservation-des-donnees 
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Data Encryption during Storage and Transfer 
All project data, whether in transit or at rest, will be encrypted using industry-standard 
encryption protocols. Secure Socket Layer (SSL) and Transport Layer Security (TLS) will be 
employed to ensure the encryption of data during transfer. Data stored within repositories or 
databases will be encrypted using strong encryption algorithms to prevent unauthorized 
access. 
 
Access Controls and User Authentication 

Access controls will be enforced to restrict data access based on roles and responsibilities. 
Role-based access controls will ensure that only authorized individuals can access specific 
datasets. User authentication will require strong passwords, and where appropriate, multi-
factor authentication mechanisms will be employed to prevent unauthorized access. 
 
Privacy 

Privacy is particularly important to the project partners and the following paragraphs commit 
the consortium to adherence to GDPR and outline procedures in the case of a data breach. 
 

Compliance with Relevant Data Protection Regulations 

The CircPlastX project will rigorously adhere to relevant data protection regulations, such as 
the General Data Protection Regulation (GDPR) in the European Union. Data collection, 
processing, and sharing will be conducted in full compliance with GDPR principles, including 
obtaining informed consent, ensuring data subject rights, and implementing safeguards for 
cross-border data transfers. 
 
Data Breach Response and Incident Management Procedures 
In the event of a data breach or security incident, the CircPlastX project will immediately 
contact the IT Department of IPC which has an incident response procedure in place and 
longstanding experience in data breach management. IPC Incident Response Team will be 
responsible for assessing and containing the breach, notifying affected parties, and 
coordinating necessary actions. The breach will be reported to the relevant authorities as 
required by applicable regulations. 
IPC as coordinator maintains comprehensive documentation of security measures and 
incident response procedures as per company . Regular security audits and vulnerability 
assessments will be conducted to proactively identify and mitigate potential threats. 
 
Data Retention and Disposal  
The CircPlastX project has a clear data retention and disposal policy, specifying retention of 
data will only persist as long as that data is essential for the accomplishment of the tasks and 
development envisioned in the Description of Action. At the end of the need for the data or 
at the termination project, data will be anonymized or securely disposed of, following 
established procedures to ensure compliance with European legislation regarding privacy 
regulations and ethical standards. Where the need for data is demonstrated for commercial 
or deployment activities after that period the conditions will be made known to all affected 
partners and an agreement and policies will be laid down otherwise this DMP will be deemed 
to be effective and data will be retired. 
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7 Ethics 

The CircPlastX project is committed to ensuring that all activities are conducted in line with 
the highest ethical standards. In particular, the project will address potential ethical risks 
linked to human involvement, personal data processing, and the use of AI. 

Humans 

CircPlastX does not involve clinical trials or interventions with human subjects. Engagement 
with individuals will be limited to voluntary participation in interviews, workshops, and 
surveys to identify user needs and requirements. 

 Participants will always be informed about the purpose of the activity and their role. 

 Informed consent will be obtained before participation. 

 Participation will be voluntary, with the option to withdraw at any time without 
consequence. 

 No sensitive personal characteristics (e.g. health, ethnicity, political opinions) will be 
collected. 

Personal Data 

The CircPlastX project does not anticipate substantial ethical concerns related to data sharing, 
as the project does not involve large-scale processing of personal or sensitive data. However, 
the consortium remains vigilant about potential ethical, legal, and regulatory issues that could 
arise over the course of the project and has integrated safeguards accordingly. 

 Any activities that may involve personal data or ethically sensitive content (e.g. 
stakeholder engagement, pilot testing, or surveys) will be handled in line with the 
applicable European ethical and legal standards, including the General Data Protection 
Regulation (GDPR). 

 As outlined in Section 8 of this DMP, the consortium has robust data protection and 
security measures in place. These include compliance with the GDPR, role-based 
access controls and encryption, clear retention and disposal policies, and established 
data breach response procedures. 

 In the unlikely event that personal data is collected, informed consent procedures will 
be followed, ensuring transparency regarding data use, sharing, and long-term 
preservation. If needed, appropriate data protection agreements will be concluded 
within the consortium and with external parties. 

AI 

CircPlastX may explore AI-supported tools (e.g. for data quality assessment and life-cycle 
analysis). 

 AI systems will be designed to support human decision-making, not to replace it. 

 Systems will be transparent and explainable, with documentation of decision logic. 

 AI outputs will be validated by experts to avoid erroneous or biased conclusions. 

 Ethical risks such as bias, discrimination, or lack of accountability will be monitored, 
and mitigation measures will be put in place in line with the EU AI Act principles 
(transparency, fairness, safety). 

  
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Oversight and Governance 

No specific ethics deliverables are foreseen at this stage. However, should activities arise that 
require formal ethical approval (e.g. through institutional ethics boards), these will be 
undertaken in coordination with the Project Coordinator and reported in updates to this DMP. 
Any changes affecting the ethical handling of data will also be reflected in the Description of 
the Action (DoA) and related amendments. 

The consortium recognizes that even in the absence of personal data, ethical considerations 
around confidentiality, proprietary information, and responsible innovation remain central. 
These are managed under the project’s data governance framework and in accordance with 
the Consortium Agreement. Ethical compliance will be monitored as part of the project’s 
governance framework. 

 Timelex (legal partner) will support ethical reviews. 

 The coordinator (IPC) will ensure that ethical obligations are respected. 

 Any significant ethics issues will be reported to the granting authority without delay. 
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8 Conclusion 
 
The Data Management Plan for the CIRCPLASTX project is not merely a document of 
compliance; it is a strategic framework that articulates the project’s foundational mission to 
deploy a trustworthy and sustainable industrial data space. This DMP moves beyond the 
traditional open science paradigm, which is better suited for academic research, and instead 
embraces the reality of the industrial data economy, where the value of data lies in its 
controlled and sovereign exchange. By doing so, it provides a robust and coherent governance 
model that aligns with the core principles of data sovereignty, security, and mutual trust. 

At the heart of this strategy is a pragmatic, two-track approach to data management. The first 
part governs the handling of proprietary industrial data. These data are the lifeblood of the 
CIRCPLASTX data space, and their management is based on a contractual model where access 
is granted only through negotiated agreements within the data space infrastructure. This 
approach is a direct and necessary reinterpretation of the FAIR principles (Findable, 
Accessible, Interoperable, and Reusable). Findability is achieved through a secure, internal 
catalog; accessibility is strictly controlled and contingent on a contract; interoperability is a 
core objective, enabled by standard formats and semantic models; and reusability is explicitly 
defined by the terms of a dynamic license. This framework ensures that data providers retain 
full control over their digital assets, reinforcing the trust that is essential for the private sector 
to engage in data-driven innovation. 

The second track addresses the operational and project data generated by consortium 
activities, such as training sessions, surveys, and dissemination efforts. For this category of 
data, the project aligns with open science principles, committing to publish non-sensitive or 
anonymized data in public repositories like Zenodo, complete with persistent identifiers and 
open licenses. This clear distinction within the DMP demonstrates the project's capacity to 
navigate two distinct data-sharing worlds: one of commercial confidentiality and the other of 
public transparency, thereby satisfying both industrial needs and the open-access 
requirements of its European funding. 

The DMP also outlines the project's comprehensive approach to data security, privacy, and 
compliance, which are not just regulatory hurdles but core components of the project's value 
proposition. Robust measures such as encryption (SSL/TLS), role-based access controls, and a 
clear data breach response procedure are in place to safeguard data. Furthermore, the project 
commits to rigorous adherence to the General Data Protection Regulation (GDPR), with a 
focus on a valid legal basis for all personal data processing, continuous risk assessment, and 
clear data retention policies that specify data deletion six months after the project's end.1 By 
potentially establishing a Data Access Committee (DAC), the project reinforces its 
commitment to legally and ethically sound data governance for third-party requests. 

Finally, the CIRCPLASTX project actively positions itself within the broader European data 
strategy, demonstrating an awareness of its role in building the data economy. The DMP 
explicitly references and aligns with key European initiatives, including the Data Governance 
Act (DGA) and the concept of data altruism, which offers a "powerful future path" for sharing 
data for the common good. It also references the Data Spaces Support Centre (DSSC) and the 
International Data Spaces Association (IDSA), leveraging their guidelines and technical 
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frameworks to ensure that the CIRCPLASTX data space is not an isolated solution but an 
interoperable component of a larger European ecosystem. The project's commitment to 
managing and openly publishing its non-dataset outputs, such as software and semantic 
resources, further ensures that its technical advancements contribute to the shared 
knowledge base for future data space initiatives. 

In summary, this Data Management Plan ensures that the CIRCPLASTX project's data practices 
are not only compliant with European regulations but also promote trust, innovation, and 
value creation for the entire plastics industry value chain. As a "living document," this plan will 
be continuously updated to reflect the project's progress, lessons learned from the pilots, and 
the evolving regulatory landscape, ensuring the relevance and sustainability of the 
CIRCPLASTX data space well beyond its project duration. 

 

 
 


